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TwinCAT OPC server: OPC General

OPC General

OPC Definition
OPC stands for "Openess Productivity and Collaboration" and describes an initiative for standardisation of data exchange in automation.

Beckhoff is a active member of the OPC Foundation. (More information about OPC may be obtained under www.opcfoundation.org )

OPC Interface

Formerly, applications such as operating and monitoring software were forced to use the differing access procedures of each controller manufacturer.
OPC is the specification of a universal software interface that is totally independent of the manufacturer. This opens up the possibility of gaining access in a
unified manner to process data from any manufacturer.

OPC Server

An OPC server is a software component that offers a specified OPC interface to other applications.

TwinCAT OPC server: Features

Overview

e OPC Specification 1.0a and 2.0

e Free choice of TwinCAT devices (ADS devices): PLC /10 /NC/CAM/ ...

o Access via TwinCAT PLC / TwinCAT 1/O or bus controller to all the fieldbusses supported by TwinCAT (Lightbus / Profibus DP / Interbus-S /
CANopen / DeviceNet / ...)

e Access to TwinCAT variables by address / by name / by generic ADS IndexGroup and IndexOffset

e Optimal access to data from the OPC server on TwinCAT variables

¢ Simulation mode (sinus, ramp, random) for variables
(i.e. testing an OPC client/server communication without access to physical 1/0)

o Easy, one-time only configuration by XML

Features of the evaluation version

The evaluation version is a fully functional version with a 30 days time limitation. The OPC server then switches to its internal simulation mode. All the
process values are then simulated, and there is no longer any access to the ADS devices.

The time limit in the evaluation version can be removed by purchasing a TwinCAT OPC software licence, and by the entry of a valid registration key.

Integration into the TwinCAT system

The OPC server creates the connection to the TwinCAT system as a gateway via ADS, and offers OPC clients the specified OPC-DA / AE interface.
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System requirements

e Microsoft Windows NT 4 / Windows 2000 / XP / CE (MIPS / ARM / X86)
o TwinCAT v2.6 (or higher)

Please use the latest Service Packs.

What is included
The installation version includes
e TwinCAT OPC server (DataAccess and Alarm & Events)

e Documentation
e OPC Test client (for local access to the OPC server)

TwinCAT OPC server: Licensing

The following information applies to the OPC server running on a PC platform. This information is not relevant when running on a CE platform.

Licensing
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TwinCAT OPC can be used free of charge as an evaluation version without a registration key for 30 days. Registration is necessary for general use. A licence

for use of the software is obtained with this registration.
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Registration instructions

During the installation

When installing TwinCAT OPC, the registration key (e.g. K123-4567-8901) can be entered into the appropriate field in the setup program. This removes the
time restrictions placed on the evaluation version.

If no key is available at the time of installation, please enter "DEMO" as the key. The time-limited (30 days) evaluation version of the TwinCAT OPC will be
installed.

Subsequent registration of an evaluation version

Start the program TwinCAT OPC Configurator TcOpcCfg.exe and select tab "Registration".
Please enter a valid registration number into the appropriate field and pree "Register". The time limit is removed from the evaluation version.

~ Untitled - TeControlPanelCfg

File Edit Wiew 7
IC3 I/ Devices - m—
: i ings |
D1 & conversons |LTnCATORE ver seitings | Regisiation |
| 5= Simulations I
u ~IC@ Alarm Definitions
3 Opc Server registration
i
i 2 -
[PTRTEIRITT | [ Register |
Dema
Ready Untitled

TwinCAT OPC Server: OPC Compliance certification

OPC Compliance Certification

The OPC foundation offers members of the organisation an compliance test tool. This tool tests the functionalities and interfaces of the OPC server. For OPC
clients is no test tool available.

Testing a server should be done by competent personal only, besides the results could be forged.

Example:
In one test case, the OPC compliance tool writes variables in the OPC Server, reads them afterwards back and compares the values.
If these test variables would be PLC variables, which changes cyclically in the PLC, these test case would be failed.

Compliance certification

These and further current OPC certificates are listed on the web site of the OPC foundation:

http://www.opcfoundation.org
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OPC Data Access 2.05a Compliance Test Result

Server:

Beckhoff. TwinCATOPcServerDa (Local Server)

Compliance Test Result:

Compliant

Date:

11/6/2003 11:59:31 PM

Company:

Beckhoff Industrie Electronic

0S5 version:

Windows NT 5.1.2600 Service Pack 1

Yersion info:

Compliance Test Tool ¥ 2.0,2,1105

QPC Sever Major Version: 4

QPC Saver Minor Yersion: 1

QPC Sever Build Mumber! 27

QPC Sever VYendor Info! Beckhoff TwinCAT OPC Serverd

Optional interfaces
{supported):

IOPCBrowseServeradressSpace
IPersistFile

Optional interfaces
{unsupported):

[OPCServerPublicGroups
[OPCPublicGroupStateMgt

Data types for logical test
{available}:

VT_BOOL

VT_I2

VT_I4

VT_R4

VT_RE

VT_BSTR

VT_UI1

VT_I1

VT_UIZ

VT_UI4

SAFEARRAY OF YT_I2

SAFEARRAY OF YT_I4

SAFEARRAY OF ¥T_R4
SAFEARRAY OF ¥T_RE

SAFEARRAY OF WT_UI1
SAFEARRAY OF WT_UI2
SAFEARRAY OF WT_UI4

Data types for logical test
{unavailable):

YT_DATE
WT_CY

SAFEARRAY OF ¥T_BOOL
SAFEARRAY OF ¥T_DATE
SAFEARRAY OF ¥T_BSTR
SAFEARRAY OF ¥T_I1
SAFEARRAY OF ¥T_C¥

Number of supported groups:

== 10

Not available for test:

Number of test items:

2 Readable items
2 wWriteable items
C4 Read/MWriteable items

TwinCAT OPC Server

TwinCAT OPC Server : Optimisations

In case of trouble with OPC-Server performance please check following steps :

1. Minimise OPC-Namespace in TwinCAT-OPC-Server :

e OPC-Server should provide required variables in his namespace which are requested by an opc-client.
It makes no sense to provide 700.000 PLC variables in the OPC-namespace but the opc-client just exchange values from 10.000 variables.

The size of OPC-namespace will cause a longer opc-server-startup-time and will cause a high memory consumption .

Option 1 :

Export just part of PLC variables required for OPC :
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In the TwinCAT PLC programming environment, select "Project"->"Option"->"Symbolconfiguration". Activate "Create Symbol", and use the mouse to

select under "Configure Symbolfile..." the areas that you want to export (e.g. POUs and global variables).
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After compiling the PLC-project the new symbolfile "<yourProjectName>.sym" will be in the same folder as your plc-project.

REMARK:
o Each compiling of the PLC-project will automatically update the symbolfile.
o The OPC-Server imports structure and array-elements out of *.SYM files.

Option 2 :

Mark PLC-variables in the PLC-code to be relevant for OPC
This way is based on the TwinCAT export file *.tpy.
Detailed info

2. OPC-Server : Running as EXE or DLL ?

o Arguments for working with EXE :
- One single OPC-client will access data from TwinCAT-OPC-Server
- The OPC-Client is installed on a different PC , the network has to be crossed via DCOM.

o Arguments for working with DLL :
- More than one OPC-Client will communicate with the OPC-Server : Instead one single OPC-Server shares his CPU time to multiple opc-clients, the

OPC-Server should work as a DLL : As a result each OPC-Client will have "his personal" instance of the OPC-Server with each opc-server having a
separate ADS-communication channel into the ADS-device like the PLC.

3. OPC-Server via DCOM

o The installation of BECKHOFF OPC-components consist of two parts : The native OPC-Server from Beckhoff and so called "OPC common
components" which comes from the OPC-Foundation.

The installation of BECKHOFF-OPC-products have been redesigned to integrate the official OPC-components and install them in the recommended
way.

Change of installation : 07/2004, new installation for TwinCAT OPC-Server V4.1.0.37

TwinCAT OPC server: Configuration

Overview

An OPC server represents a standardised interface for the management of process data. The process data available in the TwinCAT system must therefore be
known to the OPC server, or must be made known to it at the time of configuration.
To represent this "hierarchical process space" clearly, the "Devices" are subdivided into subsidiary items.

The OPC client can browse through this representation and use it for the server's actual configuration. The TwinCAT OPC server supports the optional
browser OPC interface.

Note:

This hierarchical display is not to be confused with the configuration of the OPC server that exists at run-time. The run-time configuration of the OPC server,
i.e. the creation of groups, specification of the refresh time, the insertion of tags etc. is performed dynamically by the OPC client.

General
The advantage of configuration via XML with links to the symbols of the ADS devices is that this configuration only has to be carried out once. Even if, for

instance, the PLC project changes (e.g. if variables are deleted, or if new variables are defined) it is not necessary to change the configuration in the OPC
server: each time the OPC service starts, the namespace of the OPC server is correctly built up.

Device Definition
A device represents a TwinCAT ADS device (e.g. a PLC run-time system) that is uniquely identified by the <AdsAmsServerNetID> and the

<AdsAmsPortID>.
Further information about the concept of devices in TwinCAT can be found in the general TwinCAT ADS documentation.

file://C:\Documents and Settings\tope\Local Settings\Temp\~hh2B3C.htm 8/7/2006



OPC General Page 6 of 56

Configuration of the TwinCAT OPC server

e Receiving data from the TwinCAT PLC: Configuration by variable import from TwinCAT PLC control
e Receiving Data from the TwinCAT 1/O task: Configuration by variable upload from the TwinCAT 1/O task

Configuration of the TwinCAT OPC Server CE

In general, the configuration of the TwinCAT OPC Server CE is similar to the configuration of the TwinCAT OPC Server. The most important information is
given here:

o Set the active OPC XML configuration:
PC: The TcOpcStartup.exe tool saves the current OPC XML configuration file in the registry
CE: By default, the file "\hard disk\TwinCAT\OPC\CurrentConfigOpc.xml" is entered in the registry as the current OPC XML configuration file

e The OPC XML file for CE works with the same XML scheme
e The OPC XML file must allow for the fact that paths are written using a different notation under CE:

PC example: <AutoCfgFile>C:\Project123\Test.tpy</AutoCfgFile>
Example CE: <AutoCfgFile>\hard disk\project\Test.tpy</AutoCfgFile>

TwinCAT OPC server: Properties

The following information applies to the OPC server running on a PC platform. This information is not relevant when running on a CE platform

OPC Server as EXE / DLL (out-of-process / in-process)

TwinCAT OPC V4.1 is available in the form of an "out-of-process" server (with EXE as the file extension) and as an "in-process" server (with DLL as the file
extension).

ProgID

The OPC client requires the ProgID to startup communication with TwinCAT-OPC-Server.
For TwinCAT-OPC-Server V4.1 this ProgID is "BECKHOFF.TwinCATOpcServerDA".
The ProgID is identical for both types, the EXE or the DLL version.

Diagnose : Which type (EXE or DLL) is active ?

Start the TwinCAT-OPC-Configurator "Start - All Programs - TwinCAT System - TwinCAT OPC - TwinCAT OPC Configurator"

-

StartUp
@ TwirCAT Information System  #

rﬁ; TrimiZAT ORC % OPC Test Client

BE TwincaT PLC Control £ TWINCAT OPC Configurator
- TwinZAT Scope Yiew
TwinCAT System Control

. TwinCAT Swstem Manager

Select the tab "OPC Server settings". See current active type of "Server Mode" .
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= Untitled - TeControlPanelCg

Fil= Edit Wiew 7
I 1}/O Devices - = —

D1 & conversions | TwinCAT OPC Canfigurator | DPC Server setings | Registration |

~
=] = Slmulatlon.s. . T
= IC@ Alarm Definitions

) Inproc: (D)

- () Out-of-Process [Exe)
me
Ready Untitled

Activating the TwinCAT OPC server as an in-process server (DLL)

Select "Server Mode" "Inproc (DLL)" and press "Apply".

Result :

The TwinCAT OPC server now runs as a DLL in the process space of the respective OPC client. The TwinCAT OPC server is therefore not visible as an
independent process in the task manager.

The main advantage of this version is seen when a number of OPC clients are working at the same time with TwinCAT OPC server. In that case, each OPC

client is given its own OPC server for its "personal use". Each OPC client then has its own independently operating OPC channel to the TwinCAT devices.
Most advantage will be noticed for write-requests via OPC-Server into ADS-device.

Activating the TwinCAT OPC server as an out-of-process server (EXE)

Select "Server Mode" "Out-of-Process (EXE)" and press "Apply".

Result :

The TwinCAT OPC server now operates as an EXE program, and each OPC client works with the single, shared instance of the OPC server.

In this version the TwinCAT OPC server is visible as an independent process in the task manager.

If a number of OPC clients are working at the same time with the TwinCAT OPC server, all the queries are handled by a single instance of the OPC server.
This single instance eliminates or minimize double requests of variables for one single ADS device.

DCOM:
1. We do not advise the use of DCOM connections.
2. If, however, a DCOM connection is essential, it is implemented with the type "Out-of-process" OPC server.

TwinCAT OPC server: Configuration

Receiving data from the TwinCAT PLC

1st Step TwinCAT PLC

TwinCAT 2.7 (or higher):

In the TwinCAT-PLC development environment, select "Project" ->"Options" ->"Symbol configuration". Activate "Create symbol entry" there, and under
"Configure symbol file.." select the areas that you want to export using the mouse. (e.g. POUs and global variables).
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You will shorten the OPC server's loading time (creation of the namespace) if, as far as possible, you only mark those areas that you will in fact need in the
OPC server.

After the PLC project has been compiled, there will now be a symbol file in the PLC project directory with the name structured as "<project name>.sym".
NOTE:

e The *.SYM file is automatically replaced each time the PLC project is compiled.
e The OPC server also imports structure and array elements from SYM files.

TwinCAT 2.8 (or higher):
After the PLC project has been compiled, there is always a file in the PLC project directory with the name structured as "<project name>.tpy".
NOTE:
o The *.tpy file is automatically replaced each time the PLC project is compiled.
o With adding simple information done by the declaration of the PLC-variable you can mark a PLC variable to be known by the OPC-Server. This helps
to reduce the OPC-namespace.

o Today the OPC server only imports global variables and does not import structures. Requiring structures and non-global variables please work on
symbol-file <project name>.sym".

2nd step: Configuration of TwinCAT OPC Server

Start the TwinCAT-OPC-Configurator "Start - All Programs - TwinCAT System - TwinCAT OPC - TwinCAT OPC Configurator"

StartUp v
@ TwirCAT Information System  #

% OPC Test Client

! TwinAT PLC Caontral L TwincAT OPC Configurator
- TwinZAT Scope Yiew
TwinCAT System Control

. TwinCAT Swstem Manager

Select "1/0 Devices' with right click and then menu "New".

~_ Untitled - TeControlPanelCfg |Z|[E|FZ_|

Fil= Edit Wiew 7
b s Correersions i rg+Z TwinCAT OPC Configuratar | OPC Server settings | Registration |
& | 0® simulations |
H (@ Alarm Defir %& TwinCAT OPC Configurator Yersion 1.0
Build 22
org ew Capyright [C] 2004 - 2005
Insett new item Lnititled

For "Name" please enter a name for this alarm definition.
This name has to be OPC conform, no special characters allowed.

Sample: The TwinCAT-PLC runtime-system 1 has a PLC variable "temperatur".
Definition of devicename with "Plc1" will publish the PLC variable via OPC as "Plc1tTemperatur" later for OPC-Clients.
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Insert new ltem

|Device w | Mame |F'Ic1 |

After applying with "OK" you see the next dialog with settings of the new device "Plc1"

“ Untitled - TeControlPanelCfg

Fil= Edit Wiew 7
&= =153 [} Devices - 5 Er—e———
[y | R é_] Pict | TwinCaT OPC Configurator! Device |
=] lﬂ Conversions Bebice
(=} 5@ Simulations —
~|C@ Alarm Definitions Mame |F‘|C-I |
2 Description | |
e
AutaClg |'| - Link to PLC-PC/C symbol file [*aym]  » |
‘X’ AutaCigFile |E:\Pr0iects'\ochest.SYM | ’Browse]
= Adz Settings
= Ads Port |0 |
? AdsMelld ln.o.0.0.0.0]
AdsTimeout 2000
AdzTime Suzpend 20000
Ready Untitled

Following settings have to be checked :

Type Req./Opt. Description

Name for device like "PLC1". OPC-Client browse this
Name Req

name
Description Optional

1 : Include sym-file of TwinCAT-PLC defined under
<AutoCfgSymFile>

2 : Include sym-file of TwinCAT-BCxxxx-project
defined under <AutoCfgSymFile>

AutoCfg Optional 7 : Include tpy-file of TwinCAT28-project defined
under <AutoCfgSymFile>

8 : Include tpy-file of TwinCAT28-project defined
under <AutoCfgSymFile>, but import only symbols
with symbol-property "OPC=1"

full path and name of symbol-file to be included like

AutoCfgSymFile Optional "C:\Test\demo.sym" or "\\User1\Test\demo.sym" or
"C:\User1\Test\demo.tpy"

Number of ADS-PortID, like
801 for first PLC-runtime system
811 for first PLC-runtime system

AdsPort Req 821 for first PLC-runtime system

831 for first PLC-runtime system

800 for PLC-runtime system on BC

specific ADS-Netld, like "174.12.15.45.1.1"
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Note:

If not specified or like "0.0.0.0.0.0", the OPC-Server

will always communicate to AdsNetld of local ADS-

router

ADS timeout in ms for this ADS device. If ADS

AdsTimeout Optional device will not replay within this time, the OPC-Server
will set the requested variables to "BAD QUALITY"

ADS suspend time in ms for this ADS device, if the
ads communication fails. If an ADS device is running,
it does not make sense to communicate with high
frequence to that device. In case of ads-communication
trouble the OPC-Server will wait till next ads-request
to that device.

AdsNetld Optional

AdsTimeSuspend Optional

Disables this device. OPC-Server will ignore this

Disable Optional device.

See detailed description in apendix.
3 rd step : Check and save configuration

Save the configuration unter current name or select menu "File - Save As..." to insert a new name.
The OPC-Configurator will save the XML based file.

After saving the OPC-configuration file we get the option to activate this configuration to be the configuration for next startup of OPC-Server.

TwinCAT OPC Configuraton |}_'

Activate configuration

‘fes l ’ Mo ]

After selecting "Yes" this current configuration will be the start-configuration of the opc-server. With next start of OPC-Server this new configuration will be
active.

TwinCAT OPC Configurator @'

‘:\lf) Configuration successfully activated

NOTE:
If you activated a new OPC-configuration, but the OPC-Server still has old namespace and settings the reason is that the OPC-Server was not stopped and
restarted.

TwinCAT OPC server: Configuration

Receiving Data from the TwinCAT 1/0 task
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1st Step TwinCAT I/O task configuration

In the TwinCAT System Manager navigate through "System configuration ->Additional tasks -> Task x". Once there, activate "Create symbol entry".

L Untitled - TwinCAT System Manager

File Edit Actions Wiew Options Help

D@ [0 4B A= FB R o e = Qe

=B SYSTEM - Corfiguration —
@ Real-Time Settings Tk | Drling
=-[BF Additional Tasks T — =
= Marne: ILI Part: am B
=t= Task 1-Image [#] dsuto-Start Optionz
ity B at tazk begin
glnputs Pricit 1 3 1140 attask b
Outputs — ST
BB NC - Configuration Cycleticks:  [10 3| [10000 | ms [ Disable
PLC - Corfi ki
g = 10 - CDD:FiELLlIrr:tiIDD: [ amning by exceeding Create symbols
B 1/0 Devices ot [ Extern Sync:
i"ﬁ Mappings

2nd Step Import into the TwinCAT OPC server

Start TwinCAT-OPC-Configurator "Start - All Programs - TwinCAT System - TwinCAT OPC - TwinCAT OPC Configurator"

) startUp v

TwirCAT Information System  #

% OPC Test Client

BE TwincaT PLC Control - T Configurator

- TwinZAT Scope Yiew
TwinCAT System Control

. TwinCAT Swstem Manager

In the left navigationtree please select "1/O Devices" with a right click the menu item "New"'.

~ Untitled - TeControlPanelCg

Fil= Edit Wiew 7
EEE] L0 ozvices e —— .
[ a3 Conversignd  Undo Strg+Z TwinCAT OPC Configuratar | OPC Server settings | Registration |
& | 0® simulations | |
H (@ Alarm Defini %& TwinCAT OPC Configurator Yersion 1.0
Paste strat¥ | Build 22
e Copyright (] 2004 - 2005
Insett new item Lnititled

Enter a name for that ADS device in field "Name".
The name has to be OPC conform. Special characters are not allowed.

The device-name will be part of the ItemID later.
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Sample: TwinCAT-PLC was defined with a variable "Temp". Choosing the devicename as "IO1" the opc-server present the variable as "IO1.Temp".

With click on "OK" we get the new dialog for further settings of device :

= Untitled - TeControlPanelCfg

Fil= Edit Wiew 7
=153 [} Devices r ——
I é o | TwinCAT OPC Configurator | Device |
24 - p
[F=23 I hﬁ Canversions Device
(=N 158 Simulations r
~|C@ Alarm Definitions Mame !_ID1
n Description | |
ot |
AutalCfg !5 - Upload symbolic from ADS -device w i
éé ButaCFaFile | C:\ProjectstapeTest STM | [Browse
|
Ads Settings:
= s Part I3U1 [
(? _————
. Adstletld [o.0.0.0.0.0 |
AdsTimeout 1000
AdsTime Sugpend !rguggq ]
|
Ready Untitled

Following settings have to be checked :

Type Req./Opt. Description
Name for device like "IO1". OPC-Client browse this
Name Req
name
Description Optional
AutoCfg Optional 5 : Upload symbolic from ADS-device

AutoCfgFile Optional will be ignored

Number of ADS-PortID, like
301 for first IO task

AdsPort Req
302 for next 10 task

specific ADS-Netld, like "174.12.15.45.1.1"

AdsNetld Optional
P Note:

If not specified or like "0.0.0.0.0.0", the OPC-Server

will always communicate to AdsNetld of local ADS-

router

ADS timeout in ms for this ADS device. If ADS
AdsTimeout Optional device will not replay within this time, the OPC-Server

will set the requested variables to "BAD QUALITY"

ADS suspend time in ms for this ADS device, if the
ads communication fails. If an ADS device is running,
it does not make sense to communicate with high
frequence to that device. In case of ads-communication
trouble the OPC-Server will wait till next ads-request
to that device.

AdsTimeSuspend Optional

Disables this device. OPC-Server will ignore this

Disabl i .
isable Optional device.
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See detailed description in apendix.

3 rd step : Check and save configuration

Save the configuration unter current name or select menu "File - Save As..." to insert a new name.
The OPC-Configurator will save the XML based file.

After saving the OPC-configurationfile we get the option to activate this configuration to be the configuration for next startup of OPC-Server.

TwinCAT OPC Configuraton |}_'

Activate configuration

‘fes l ’ Mo ]

After selecting "Yes" this current configuration will be the start-configuration of the opc-server. With next start of OPC-Server this new configuration will be
active.

TwinCAT OPC Configurator @'

.
‘:\lf) Configuration successfully activated

NOTE:
If you activated a new OPC-configuration, but the OPC-Server still has old namespace and settings the reason is that the OPC-Server was not stopped and
restarted.

TwinCAT OPC Server: Configuration

Configuration OPC Alarm & Event

TwinCAT OPC-Server offers OPC-specification OPC AE.
Sample
See this complete sample including PLC-project and the OPC-AE-configuration.

1. Step: Configuration of Alarms for TwinCAT OPC Server AE

Start TwinCAT-OPC-Configurator "Start - All Programs - TwinCAT System - TwinCAT OPC - TwinCAT OPC Configurator"
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) startp v
la Twir”AT Information System b

e OPC Test Client

BB TwinCAT PLC Control - Tw Configurator
- TwinCAT Scope Yiew
TwinAT Swstem Cantrol

! TwirnZAT System Manager

Navigate to "Alarm Definitions", right click and select menue "New".

= Untitled - TeControlPanelCg
File Edit View ?

#1571 1/ Devices . 3 Y -
) Clllonversions TwinCAT OPC Configuratar | DPC Server settings | Registration|
2| = Simulations
=] Jefinitions AN e d ;
| A fa— inCAT OPC Configurator Version 1.0
= - dz2
e ayright [C] 2004 - 2005

N
I

Insett new ikem Lnkitled

o Select "Digital Alarm" or "Limit Alarm".
o For "Name" please enter a name for this alarm definition.
This name has to be OPC conform, no special characters allowed.

Insert new ltem

|Digital Alarm w | Mame | |

Option 1 : Digital Alarm

After selecting "Digital Alarm" and entering "OK" you get into the dialog to configure in details your new "Digital Alarm".
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"~ Untitled - TeControlPanelCfg

Fil= Edit Wiew 7
#1771 1/ Devices = = S
ol [&3 Conversions | TwinCAT DPC Configurator | Digital Alam
e o :
=] : lli Slmulatlon.s. . Digial dlarm
| = lﬁ Alarm Definitions | =
& TiD 0001 - sampleDigitalAlarm Name | SampleDigtallam |
2, 1o] |'I |Update Rate 500
oo
c% Parameters
Walue Meszage Severity Req Ack
B =y - [
i |D_-E_rlaﬂe v | !HemlnderDlgltalAlarm | o | E
=] Feturn ta Narmal i1 |
%
i [ Dizabled Apply
Ready Untitled

Following settings can be done :

Type Req./Opt. Description
Name Required Name for alarm

Unique Alarm-1D
AlarmID  Required Later, this Alarm-ID has to be linked to a PLC variable in
the PLC-control

Update Rate Required Update rate of alarm

Value Req

Message Optional Message
Serverity Optional

Req.

Acknowledge Optional

Return to

Normal

Disable Optional Disables this alarm. OPC-Server will ignore this alarm.

Option 2 : Limit Alarm

After selecting "Limit Alarm' and entering "OK" you get into the dialog to configure in details your new "Limit Alarm".
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= Untitled - TeControlPanelCfg

Fil= Edit Wiew 7
&I [} Devices = = e
D‘; B Conviriine | TwinCAT DPC Configurater | Limit Alam |
| [ Simulations -
| = lli Alarm Definitions [T I:‘
- 4@ 1D 0001 - SampleDigalakarm I 2 Harge Sempiel i o
;-P’_[':_ 3 ‘“ a0 ripleLimitalarm Update Rate IEDD Deadband .1 |
i
Parameters
‘x’ Limit  alue Meszage Severity Req Ack
[ Hiti |45 | [ToaHat RE
= MHi |30 | [Hot | [0 ]
? Ml |5 | | Cool | 0 | O
[ LoLa |0 | ierfrozen | |1DD | O
Ready Untitled

Following settings can be done :

Type Req./Opt. Description
Name Required Name for alarm

Unique Alarm-1D
AlarmID  Required Later, this Alarm-ID has to be linked to a PLC variable in
the PLC-control

Update Rate Required Update rate of alarm
Deadband ~ Required Update rate of alarm

HiHi Req

Value Optional Message
Message Optional

Serverity Optional

Req.
Acknowledge

Disable Optional Disables this alarm. OPC-Server will ignore this alarm.

2. Step: Check and save configuration

Save new configuration by selecting menue "File - Save As...".

After successfully creating and saving of new OPC-configurationfile the next dialog offers to activate this new configuration.

TwinCAT OPC Configurator

Activate configuration

‘fes ] ’ Mo
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Select "OK" to activate the configuration. With next startup the OPC-Server will work with new settings.

TwinCAT OPC Configurator E|

1 ) Configuration successfully activated

NOTE:
In case of opc server offers old previous configuration to opc-clients but a new configuration was activated this means, that OPC-server was not restarted to
load fresh configuration.

3. Step: Link of PLC-Variable with Alarm-Type

With previous steps we defined a "Alarm-Template" with detailed information about alarm handling.
Now we define, which PLC variable should be handled like an alarm.

This link is configured in PLC-Control as and additional information for IEC1131-variable declaration.

+= IwinCAT PLC Control - Plc28AE.pro* - [Globale_Variablen]
! File Edit Project Insert Extras ©nline Window Help

B[=(E| B|@]ecBIS|SA5R| 3 |B| 6|5
0001

E. Resources 0002 var_GLOBAL
E}-ZH Global Y ariables noo3

TusinCAT_Configuratio]| | D005 bAlarm1 . BOOL

&[] library STANDARD.LIB 5.5 gggg s ;OPC T ——

; 1 Make variable visible for -Server

g tfg'a”’ Mianage: D008 (OPC_PROP[E00S]: 1 : OPC_PROP_AE_ENABLE)
o 0oog (OPC_FROF[E009]: 1171 OPC_FROF_AE_ID)

PLC Configuration o010 “

@ Sampling Trace no11

Tazk configuration 0012,

Q W atch- and Recipe Manag| [0013 blarme ] BOOL

-3 otk space 0m4 P

0015 [(OPC: 1 Make wariakle visible for OPC-Server)

0016 (OPC_PROP[EOOZ]: 1 OPC_PROP_AE_EMABLE)

no? (OPC_PROP[EO09]: 1171 OPC_PROP_AE_ID)

0021  dhllamCounter . LREAL

noz2 o=

0oz3 [(OPC: 1 Make wariakle visible for OPC-Server)

0024 [OPC_PROP[EDOE]: 1 OPC_PROP_AE_EMABLE)
0025 [OPC_PROP[EDOG]: 112  OPC_PROP_AE_ID)

Take care on following settings :

Add a comment behind PLC-variable declaration. This comment will be interpreted by the opc-server and links this plc-variable to a previous defined alarm-
template.
The alarm-template with the unique Alarm-ID was configured in step 1.

NOTE:

Today just global PLC-variables can be linked to Alarm-Templates. Elements of structures or arrays can not be configured as an OPC-alarm.
Future versions of OPC-Server will not have this limitation.
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Sample :

e PLC-Variable of Typ BOOL bAlarm1 and bAlarm?2 are defined, both variables are linked to alarm-template with Alarm-ID 111. The OPC-AE-Server
will publish this variable as an AE-variable.
e PLC-Variable of Typ LREAL dblAlarmCounter is a OPC-AE variable as Limit-Alarm with alarm-template 112.

Note, the syntax is important :

bAlarml : BOOL; (*~
(OPC : 1 : Enables this variable to be an OPC variable)
(OPC_PROP[6008]: 1 : Enables the Alarm)

(OPC_PROP[6009] : 111 : Description of Alarm)
)

Each time compiling the PLC-project the PLC-Control will create the file <PLC-projectname>.tpy. This XML based file contains information about PLC-
variables and their link to OPC-AE.
The OPC server will analyze this information of the TPY file., so configure the OPC-Server to know the file <PLC-projectname>.tpy Details

TwinCAT OPC Server: Configuration

Configuration OPC conversions

The OPC server offers the feature to online convert process data.

The OPC-Server takes care of online-conversion in both communication directions : :

e Processvalue --> Communication to OPC-Server --> convertion within OPC-Server --> Communication to OPC-Client --> OPC-Client
e OPC-Client --> Communication to OPC-Server --> convertion within OPC-Server --> Communication to process --> Processvalue

Sample :

- KL3202 offers process value of temperatures in unit 1/10 Grad Celsius, e.g. 200.

- The opc-server is configured with a conversion "Factor 10" which is linked to this plc-variable.

- The opc-client gets the process value 20 Grad.

- If opc-client writes a new value 25 Grad celsius to OPC-server, the server will convert this to 250 and writes this value to the PLC.

Sample
The complete sample contains a PLC project and an OPC conversion definition.

NOTE:
OPC-Server presents a converted variable as Datatyp "VT_R8 / Double" to OPC-client - independend of numerical datatyp in the PLC.

1. Step: Configuration of conversion for TwinCAT OPC Server

Start TwinCAT-OPC-Configurator "Start - All Programs - TwinCAT System - TwinCAT OPC - TwinCAT OPC Configurator"

StartUp v
@ TwinCAT Information Swstem  #

Pﬂs TwinCAT OPC e OPC Test Client

BB TwincaT PLC Control £ TwinCAT OPC Configurator
' TwinCAT Scope Yiew
Twin”AT Swstem Cantral

! TwirnZAT System Manager
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Navigate to "Conversions", right click and select menue "New".

~ Untitled - TeControlPanelCfg
File Edit Wiew 7
0 '£| g Devices

| ] TwinCAT OPC Configuratar |lDF'C Server settingsli: Registration|

Co 3

| & simulations )

= @ Alarm Definit %& TwinCAT OPC Configurator Yersion 1.0
= Build 22

Copyright (C] 2004 - 2005

Insett new item Untitled

For "Name" please enter a name for this alarm definition.
This name has to be OPC conform, no special characters allowed.

With "OK" you see the dialog to configure in detail your new "Conversion".

= Untitled - TeControlPanelCfg

File Edit View 7
= 23 T} Devices - —_—

O 28 Coversrs | TwinCAT OPC Configurator| Comversion |

= BEE
= @? Talf..tor 10 Corversion Corwersion Parameters
=] (08 Simulations - )
: (@ Alarm Defiritions Conversion D |1 Higheu |10 High!R |1
upc Description | Faktar 10 Low EU EI LowlR |0
i}

P T |

3 Type |1 LinearConversion vJ ClaHifiG Bar st

3 M toclamoee ) P =

Claming ID' Mo clamping v H Clamp [ L Clamp |
R
Ready Untitled

Following settings can be done :

Type Req./Opt. Description

Conversion
ID

Type Required
Claming

High EU Req

Low EU  Optional
HighIR  Optional
LowIR  Optional

Required

H
Clamping
L
Clamping
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Disables this conversion. OPC-Server will ignore this

Disable  Optional .
conversion.

Step: Check and save configuration

Save new configuration by selecting menue "File - Save As...".

After successfully creating and saving of new OPC-configurationfile the next dialog offers to activate this new configuration.

TwinCAT OPC Configurator -_*_'

Activate configuration

‘fes l ’ Mo ]

Select "OK" to activate the configuration. With next startup the OPC-Server will work with new settings.

TwinCAT OPC Configurator Fz|

.
\:\I_) Configuration successfully activated

NOTE:
In case of opc server offers old previous configuration to opc-clients but a new configuration was activated this means, that OPC-server was not restarted to
load fresh configuration.

3. Step: Link of PLC-Variable with Conversion-template

With previous steps we defined a "conversion-Template" with detailed information about conversion handling.
Now we define, which PLC variable should be handled with conversion.
This link is configured in PLC-Control as and additional information for IEC1131-variable declaration.

Take care on following settings :

Add a comment behind PLC-variable declaration. This comment will be interpreted by the opc-server and links this plc-variable to a previous defined
conversion-template.

The conversion-template with the unique conversion-ID was configured in step 1.

NOTE:

Today just global PLC-variables can be linked to conversion-templates. Elements of structures or arrays can not be configured as an OPC-
conversion.

Future versions of OPC-Server will not have this limitation.

Sample :

e PLC-Variable of Typ INT intMemCounterConversion is an OPC-DA variable which is converted by the opc-server as defined in conversion template
102.
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Note, the syntax is important :
intMemCounterConversion : INT; (* ~
(OPC : 1 : available for OPC-clients)
(OPC_PROP[6010]: 1 : OPC_PROP_CONV_ENABLE)
(OPC_PROP[6011]: 102 : OPC_PROP_CONV_ID)
)

Each time compiling the PLC-project the PLC-Control will create the file <PLC-projectname>.tpy. This XML based file contains information about PLC-
variables and their link to the OPC-server.
The OPC server will analyze this information of the TPY file., so configure the OPC-Server to know the file <PLC-projectname>.tpy Details

TwinCAT OPC Server: Configuration

Configuration OPC Simulation

The OPC-Server offers to simulate process-values. In this case no communication to the ADS-device (like PLC) is done instead simulated values are send to
OPC-client.
Different simulation templates like sinus, ramp, random etc. are available to be configured with detailed behaviour (amplitude, start /stop values).

The feature "Simulation" ist available in OPC Server version V4.0.x.x.
OPC-Server version V4.1.x.x offers a multiple more performant access to TwinCAT-devices, the simulation-mode is under construction andnot supported
today.

The OPC-Server offers

¢ simulation of all process values
o simulation of some specific process values

It is not possible to combine both simulated and real-process values.

Sample
The complete sample contains both, the PLC project and the definition of OPC-simulation.

1. Step: Configuration of simulation-templates for TwinCAT OPC Server

Start TwinCAT-OPC-Configurator "Start - All Programs - TwinCAT System - TwinCAT - TwinCAT OPC Configurator"

StartUp v
@ TwirCAT Information System  #

i"ﬂs TrimiZAT ORC % OPC Test Client

BE TwincaT PLC Control £ TWINCAT OPC Configurator
- TwinZAT Scope Yiew
TwinCAT System Control

. TwinCAT Swstem Manager
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Navigate to "Simulations", right click and select menue "New".

~ Untitled - TeControlPanelCfg
File Edit wiew ?

D 'B g g?n\[j::siic;ss H ‘ TwinGAT OPC Configurator | OPC Server settings | Fegistration
| = [ i

(= 0@ Alarm DeFinit!. : TwinCaAT OPC Configuratar Yersion 1.0

= Build 22

gc::; Copyright [C] 2004 - 2005

Insett new item Untitled

For "Name" please enter a name for this simulation template.
This name has to be OPC conform, no special characters allowed.

Insert new ltem

|Simulation w | Mame | |

With "OK" you get into the dialog to configure in details your new "Simulations Signal"'.

~ Untitled - TeControlPanelCfg

File Edit Wiew 7

~ | =12 1j0 Devices _—

[l = Cfom,ersions | TwinCAT OPC Corfigurator | Simulations Signal |
o R JS:ju;ations Signal Farameters

M Ramp :

o ~|C@ Alarm Definitions Signal ID 10350728 Pasition [
op‘c Description  |Famp Amplituds 0
= Signal type 2 Random w sy )
Phase |

= {=
= R atio 1
Ready Untitled

Following settings can be done :

Signal  Req./Opt. Description
Type

0:

ReadCount Optional

1: .
WriteCount Optlonal
2 .

Random Optional
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3:Ramp Optional
4:Sine  Optional
5:Square Optional
6 : Triangle Optional
7 : Stepp Optional

Disable ~ Optional Disables this signal. OPC-Server will ignore this signal.

2. Step: Check and save configuration

Save new configuration by selecting menue "File - Save As...".

After successfully creating and saving of new OPC-configurationfile the next dialog offers to activate this new configuration.

TwinCAT OPC Configuraton |_*

Activate configuration

Select "OK" to activate the configuration. With next startup the OPC-Server will work with new settings.

TwinCAT OPC Configurator rz|

“":\lg) Configuration successfully activated

NOTE:
In case of opc server offers old previous configuration to opc-clients but a new configuration was activated this means, that OPC-server was not restarted to
load fresh configuration.

3. Step: Link of PLC-Variable with Alarm-Type

With previous steps we defined a "simulation-template" with detailed information about simulation behaviour.
Now we define, which PLC variable should be handled like an simluation.

This link is configured in PLC-Control as and additional information for IEC1131-variable declaration.

Take care on following settings :

Add a comment behind PLC-variable declaration. This comment will be interpreted by the opc-server and links this plc-variable to a previous defined
simulation-template.
The simulation-template with the unique Simulation-ID was configured in step 1.

NOTE:

Today just global PLC-variables can be linked to Simulation-Templates. Elements of structures or arrays can not be configured as an simulated
variable.
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Future versions of OPC-Server will not have this limitation.
Sample :

e PLC-Variable of Typ LREAL dbIMemAlarmCounter is a OPC variable linked to simulation template 6.
The OPC-Server will not access this PLC variable, but instead give simulated values back to OPC-client.

Note, the syntax is important :

dblMemAlarmCounter : LREAL; (*~
(OPC : 1 : available for OPC-clients)
(OPC_PROP[6006] :1:OPC_PROP_SIMU_ENABLE)
(OPC_PROP[6007] : 6 : OPC_PROP_SIMU ID)
%k
)

Each time compiling the PLC-project the PLC-Control will create the file <PLC-projectname>.tpy. This XML based file contains information about PLC-
variables and their link to simulation templates.
The OPC server will analyze this information of the TPY file., so configure the OPC-Server to know the file <PLC-projectname>.tpy Details

TwinCAT OPC Server: Configuration

Configuration OPC Property IDs

OPC-spezification allows to add additional information to single OPC-items (opc-item means : a TwinCAT variable). These optional functionality is named
"OPC-Item-Properties" in the OPC-spec and allows an opc-client to browse and read these additional properties.

Sample :

As an option the PLC variable "temperature" can hold addition informaton like comment (OPC-Property-ID 101) and also UNIT (OPC-Property-ID 100)
which can be offered by the opc-server.

Configuration of OPC Propery ID in the PLC

Add a comment behind PLC-variable declaration. This comment will be interpreted by the opc-server and will define OPC-Item-Properties.

NOTE:

Today just global PLC-variables can be hold item-properties. Elements of structures or arrays can not be configured.
Future versions of OPC-Server will not have this limitation.

Sample of PLC variable-declaration:
NOTE : All item-properties are optional.

ITemperatur : DWORD;

(*~
(OPC : 1 : Make variable visible for OPC-Server)
(OPC_PROP[0005] : 3 : OPC_PROP_RIGHTS, here Read AND Write Access)
(OPC_PROP[0100] : Grad F : OPC_PROP_UNIT)

[
(OPC_PROP[0101] : Demovariable : OPC_PROP_DESC)
(OPC_PROP[0205] : We are the champions : OPC_PROP_SND)
(OPC_PROP[0206] : ..\.\info.htm] = : OPC_PROP_HTML)
(OPC_PROP[0207] : ..\..\service.avi : OPC_PROP_AVI)

")
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Each time compiling the PLC-project the PLC-Control will create the file <PLC-projectname>.tpy. This XML based file contains information about PLC-
variables and their link to the OPC-server.
The OPC server will analyze this information of the TPY file., so configure the OPC-Server to know the file <PLC-projectname>.tpy Details

List of supported OPC-item properties of OPC-Specification :

Property Req./Opt. Description
ID
laut OPC
Spec
OPC_PROP_RIGHTS

1 : OPC-Server will publish this variable with access :
OPC_READABLE

2 : OPC-Server will publish this variable with access :
OPC_WRITEABLE

3 : OPC-Server will publish this variable with access :
OPC_READABLE AND OPC_WRITEABLE

OPC_PROP

[0005] Optional

Default : 3 : ReadWrite Zugriff
%Iga]PROP Optional OPC_PROP UNIT : Unit
OPC_PROP
[0101]
%gﬁPROP Optional OPC_PROP HIEU
OPC_PROP
[0103]
OPC_PROP
[0106]
OPC_PROP
[0107]
OPC_PROP
[0200]
OPC_PROP
[0201]
OPC_PROP
[0202]
OPC_PROP
[0203]
OPC_PROP
[0204]
OPC_PROP
[0203]
OPC_PROP
[0206]
OPC_PROP
[0207]

Optional OPC_PROP_DESC : Description

Optional OPC_PROP_LOEU
Optional OPC_PROP_CLOSE
Optional OPC_PROP_OPEN
Optional OPC_PROP_DSP
Optional OPC_PROP_FGC
Optional OPC_PROP_BGC
Optional OPC_PROP_BLINK
Optional OPC_PROP_BMP
Optional OPC_PROP_SND
Optional OPC_PROP_HTML

Optional OPC_PROP_AVI

OPC_PROP
[6007]
OPC_PROP
[6008]
OPC_PROP
[6009]
OPC_PROP
[6010]
OPC_PROP
[6011]

Optional BECKHOFF Defined : Simulation ID
Optional BECKHOFF Defined : Alarm enabled
Optional BECKHOFF Defined : Alarm ID

Optional BECKHOFF Defined : Conversion enabled

Optional BECKHOFF Defined : Conversion ID
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TwinCAT OPC server: XML schemes

Description of the TwinCAT-OPC-Server XML configuration

Schemes

Namespace

Devices

Device <see Device-Parameters>

Device <see Device-Parameters>

SimulationSignals

Conversions

Device-Parameters

Type
Name

Description

AdsPort

AdsNetld

AdsTimeout

Simulation <see Signal-Parameters>
Simulation <see Signal-Parameters>
Simulation <see Signal-Parameters>

Simulation <see Signal-Parameters>

Conversion <see Conversion-Parameters>
Conversion <see Conversion-Parameters>
Conversion <see Conversion-Parameters>

Conversion <see Conversion-Parameters>

Req./Opt. Description

Req

Optional

Req

Optional

Optional

Name for device like
"PLC1". OPC-Client
browse this name

Number of ADS-
PortID, like 801 for
first PLC-runtime
system

specific ADS-Netld,
like
"174.12.15.45.1.1"

Note:

If not specified or
like "0.0.0.0.0.0",
the OPC-Server will
always communicate
to AdsNetld of local
ADS-router

ADS timeout in ms
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AdsTimeSuspend Optional

AutoCfg Optional

AutoCfgSymFile Optional

Signal-Parameters

Type Req./Opt.

SignallD  Req

SignalDesc Optional

for this ADS device

ADS suspend time
in ms for this ADS
device, if the ads
communication fails

0 : do not include
symbol-file defined
under
<AutoCfgSymFile>
1 : Include sym-file
of TwinCAT-PLC
defined under
<AutoCfgSymFile>
2 : Include sym-file
of TwinCAT-
BCxxxx-project
defined under
<AutoCfgSymFile>
5 : Upload symbolic
from ADS-device

7 : Include tpy-file
of TwinCAT28-
project defined
under
<AutoCfgSymFile>

8 : Include tpy-file
of TwinCAT28-
project defined
under
<AutoCfgSymFile>,
but import only
symbols with
symbol-property
"OPC: 1 "
full path and name
of symbol-file to be
included like
"C:\Test\demo.sym"
or "\User1
\Test\demo.sym" or
"C:\Userl

\Test\demo.tpy"

Description
unique ID-
number
which
identifies
this
simulation-
signal

0 : Read
Count

1: Write
Count
2:
Random
3 : Ramp
4 : Sine
5 : Square
6:
Triangle
7 : Step
8:
Reserver
9 : Step
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SignalType Req

Read
Count :
incremented
by one
every time
when the
item is read

Write
Count :
incremented
by one
every time
when the
item is
written

Random:
generates
random
value
within the
Amplitude
range
starting
with
Position

Ramp,
Sine,
Square,
Triangle,
Step:
(periodical
signals)
Their time
behavior is
influenced
by Period
and Phase
parameters.
Period
specifies
the signal
frequency,
while Phase
moves the
signal
origin on
the time
axis

Square and
Triangle
signal types
have one
more
parameter:
Ratio. Ratio
defines
Triangle
signal
steepness,
or Square
signal H/L
proportions.
NumSteps
parameter
of the Step
signal
defines a
number of
steps signal
amplitude
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will be
divided
into.
Optional,
NumSteps depends on
<Signal Type>
Optional,
Amplitude depends on
<Signal Type>
Optional,
Period depends on
<Signal Type>
Optional,
Phase depends on
<Signal Type>
Optional,
Position  depends on
<Signal Type>
Optional,
Ratio depends on
<Signal Type>
Conversion-Parameters
Type Req./Opt. Description
unique ID-
. number which
ConversionlD  Req identifies this
conversion
ConversionDesc Optional
0 : NoConversion
ConversionType Req l:
LinearConversion
0 : No clamping
1 : Clamp on EU
2 : Clamp as
specified
If clamping is
active, the data
Clamping Optional value will be
limited to its
High clamp/EU

value, when it
exceeds the upper
limit, and
similarly with
Low clamp
parameter.

Optional, depends on

HighClamp <ConversionType>/<Clamping> 1.0 (Default)
Optional, depends on
LowClamp <Cponversioinype>/<C1amping> 0.0 (Default)
engineering unit
HighEU Optional, _depends on ) (client scale)
<ConversionType>/<Clamping>
1.0 (Default)
engineering unit
LowEU Optional, depends on (client scale)
<ConversionType>/<Clamping>
0.0 (Default)
instrument range
HighlR Optional, depends on (device scale)
<ConversionType>/<Clamping>
10000 (Default)
instrument range
LowlR Optional, depends on (device scale)
<ConversionType>/<Clamping>
0 (Default)
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TwinCAT OPC server: Data exchange over a network

Network via client protocol

Page 30 of 56

Visualisation systems sometimes offer their own protocol to bridge the network. An OPC client from the visualisation system supplier is also installed on the

TwinCAT controller PC for this purpose.

The data flow proceeds as follows:

PC 1

“isualisierung

OPC-Client
Protokoll

Performance advantage

PC 2

OPC-Client

TwinCAT-OPC-Server

TwinCAT PLC
TwinCAT MC

TowinCAT L |

The primary advantage of this configuration is that considerably less loading is placed on the network, since only the process values that have altered are

exchanged there: the OPC server checks the whole process cyclically, but only passes the changes in the process on to the OPC client.

TwinCAT OPC server: Data exchange over a network

Network via TwinCAT ADS

The TwinCAT OPC server performs the communication with the TwinCAT components (PLC run-time systems, bus terminal controllers etc.) via TwinCAT
ADS. Since these services are also available in the network, the TwinCAT OPC server can also communicate with TwinCAT components that exist in the

network.

You will find the settings needed for ADS communication over a network in the TwinCAT documentation.

PC 1

Wizualisierung

|

OPC-Cliert

{

TuinCAT-OPC-Server

|

ADS via TCP/IP

TwinCAT-CP TwinCAT MC
(kostenloze Lizenz) | TuwinCAT D

PC 2

TwinC AT PLC
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Settings in the OPC server

An ADS communication partner is always specified by two parameters: These are what is known as the "AdsAmsNetld" (e.g. 1.2.3.4.5.6) and the
"Portld" (e.g. 801 for the first PLC run-time system).

If ADS is to be used to exchange data with, for example, the first PLC run-time system on another PC, then the AdsAmsNetld of the target PC, and "801" as
the Portld, must be entered in the OPC server under "Device settings".

Note

If possible, the option of using the "Network via client" protocol should be selected for performance reasons.

TwinCAT OPC server: Data exchange over a network

Network via DCOM

If you wish (or need) to allow data exchange between an OPC client and the TwinCAT OPC server over a network via DCOM, this DCOM access type must
be configured beforehand.

The data flow is then as follows:

PC 1 PC 2

Yisualisierung

ORC-Cliert ¢‘ TwinCAT-OPC-Zerver
DCO M TwinCAT PLC

TwinCAT RC

TinCAT [ |

The following steps describe the necessary settings for the PC on which the TwinCAT OPC server is installed.
(Use step 1 for the PC on which the OPC client is installed.)

Requirement

It is assumed that all the PCs which are to participate via DCOM in an OPC client/server connection are already set up for network operation (i.e. they have
configured network cards running the TCP/IP protocol)

TwinCAT OPC server: DCOM details

General Information

This Help File was designed to give the user of component's commmunication through DCOM (specially OPC users) an idea on possible settings in an
industrial environment. This Help File just shows possible settings of DCOM security that will make the system running. If the manufacturers or vendors of
OPC products provide their own manuals, these manuals should be used instead of this Help File.

Important Notes

Before changing any settings of DCOM security, a system recovery procedure should be prepared. All settings described in this documentation should be
tested in a laboratory environment, before changing machines in production.
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o Save system partition including Windows Registry (Image Software)
o Only local administrators are allowed to change DCOM settings
o Test all settings in a laboratory environment before changing the production machine

TwinCAT OPC server: DCOM details

Overview

This documentation deals with COM components that should comunicate with each other. There are tree different types of COM -Servers known, depending
on their operational environment.

o INPROG- Server
The COM-Server runs in the memory area of the Client, the Server is a DLL and runs local on the same machine and in the same process.
o LOCAL-Server
The COM Server runs in it's own memory area, the Server is a EXE and runs local on the same machine, but in it's own process
o REMOTE-Server
The COM Server runs in it's own memory area, the Server is a EXE and runs remotely on a different machine and (of course) in it's own process as the
Client

The communication between Client and Server process followes the rules of COM. Whenever the Client is located on one machine and the Server on an other,
DCOM (Distributed COM) comes into place. The function calls between Client and Server process are checked for correct security by the operating system.
The security settings for DCOM have NOTHING to do with sharing folders between two machines or network shares across a network. When it comes to
DCOM-Security we talk about "inter process communication”, in other words: the right to start or access a certain component.

Remote Server access through DCOM on two machines

connected via network

Client Machine Server Machine
launch
access
Client Process
access

Fy

To keep configuration simple it is assumed that two machines have the same operating system installed, are both in the same Workgroup and have the same
user accounts (same person/PWD actually logged on). On the Server Machine an OPC Server is located and on the Client Machine an OPC Client was
installed.

TwinCAT OPC server: DCOM details

Network Configuration

Depending on the configuration of the network different identification of Users will be performed by the operating system. Considerations regarding this
issues are divided into the following topics.

o Workgroup
o Domain

TwinCAT OPC server: DCOM details

Workgroup
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For proper DCOM security settings it is essential to identify the configuration of the Client and the Server machine. If both machines are members of the same
workgroup there will be no central point for user authentification. This means that every single machine must have all information on all users that should be
able to remote access this node (local identification). The administrative effort will increase imensely when adding new users.

o Workgroup

The Client and Server Machine should be member of the same Workgroup.

o Users Accounts

As authentification is performed locally on every single machine, the User Accounts (Name and PWD) should be identical on the Client and the Server

Machine.
o Operation System

The Operation System on the Client and the Server Machine should be from the same family (all NT, all 2K or all XP). When doing "mixed
configuration" certain (OS specific) settings have to be taken into account.

To keep configuration simple it is assumed that two machines have the same operating system installed, are both in the same Workgroup and have the same
user accounts (same person/PWD actually logged on). On the Server Machine an OPC Server is located and on the Client Machine an OPC Client was

installed.

Client Machine

Local User Mgt

identify

Client Process

Authentification on DCOM machines in a Workgroup

launch / access

Server Machine

TwinCAT OPC server: DCOM details

Domain Controller

Local User Mgt

identify

Server Process

For proper DCOM security settings it is essential to
identify the configuration of the Client and the Server
machine. If both machines are members of the same
domain there will be one central point for user
authentification. If both machines are in different domains,
these donains must trust eachother. The administrative
effort will decreases because new users will only be added
to the domain.

Domain

The Client and Server Machine should be member of the
same Domain. Different domains must should be trust
eachother.

Users Accounts

Authentification is performed on the domain machine, the User Accounts (Name and PWD) or groups are used in the DCOM settings of the Client and

the Server Machine.
o Operation System

The Operation System on the Client and the Server Machine should be from the same family (all NT, all 2K or all XP). When doing "mixed
configuration" certain (OS specific) settings have to be taken into account.

To keep configuration simple it is assumed that two machines have the same operating system installed, are both in the same Domain and have different user
accounts logged on. The different users are members of one User Group. This for this User Group access is granted in the DCOM settings of the Client and the

Server Machine.

Authentification on DCOM machines in a Domain

Domain Controller

Central User Mgt

f X

Client Machine

Client Process

identify

1/

Server Machine

launch / access \
Server Process

Note: In a mixed configuration (e.g. Server Machine in a Domain and Client Machine in a Workgroup) the so called doubble identification should be done.
This means to add User Accounts to the Workgroup Machine which are identically (Name and PWD) the same as the User Accounts on the Domain. By this
function calls to the Workgroup Machine can (locally) be identified and granted without "asking" the Domain Controller.
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TwinCAT OPC server: DCOM details

Operating System

Depending on the operating system different identification of Users will be performed. Considerations regarding this issues are described in the following
pages.

o Windows XP
o Windows 2000

TwinCAT OPC server: DCOM details

Windows XP

This section describes the required settings for Windows XP operating system only.

The default installation for XP forces remote users to authenicate as Guest. This means that DCOM clients cannot connect to a server running on an XP
machine unless the Guest account is enabled and has enough rights to launch the server. On the other hand when a DCOM server fires a callback to a remote
Client installed on an XP machine, the authentification will be "changed back" to the Guest account (which is mostly disabled by default). Thus, the callback
(e.g. OnDataChange) will never get though to the Client.

To force an XP machine to "behave" like a Windows 2000 computer the Network Access should be changed to Classic

Open the Security Options dialog with: START >> Control Panel >> Administrative Tools >> Local Security Policy >> Local Policies >> Security Options .
Find the following entry: Network access: Sharing and security model for local accounts and change this setting to: Classic - users authenicate as themselves

Note: in a mixed configuration (e.g. Client installed on XP and Server installed on Windows 2k) the XP machine automatically "changes" to the classic Win2k
bevavior when lauching and accessing the DCOM Server, but there will be no callbacks comming through.

TwinCAT OPC server: DCOM details

Windows 2000

This section describes the required settings for Windows 2000 operating system only.
On Windows 2000 SP 1 operating system there are some known bugs related to proper callback operation. DCOM servers installed on a Win2k SP1 machine
sporadically stop sending callbacks (e.g. OnDataChange) after days or weeks. The error code 0x80010108 (RPC_E DISCONNECTED) is returned by the
DCOM Server when trying to fire a callback. All other calls form the Client to the Server still work fine.
There are three ways to overcome this problem:

o release the callback object and subscribe again (recreate the callback object)

o install COM + Rollup Package 18.1 (Post Service Pack 2)
o install Service Pack 3 (or higher) for Windows 2000

TwinCAT OPC server: DCOM details

Client Machine

This section describes the required settings of the Client side only. The Client side is the machine (computer) on which the OPC Client application is running.
Normally on this machine no OPC Server is installed. However, on some systems OPC Clients and Servers are installed on the same node, thus the settings of
the Server side installation must be performed also.

Depending on the operating system running on the Client machine the apearance of the dialog boxes is different. Generally the same settings must be
performed. However, some "operating system specific" settings must be done to get the DCOM security runing.

o Windows NT 4 SP 6a
o Windows 2000 SP 3
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o Windows XP SP 1
o Windows Server 2003 SP 1

TwinCAT OPC server: DCOM details

Open DCOM Configuration

Page 35 of 56

Only local administrators are allowed to open and change the DCOM security.

Use START >> RUN >> dcomcnfg.exe to start the DCOM configuration dialog.

= Type the name of a program, Folder, dacument, or
Internet resource, and Windows will open it Far wou.

21x]

Open:

oK I Cancel I Browse. .. |

=

Browse down to Console Root >> Component Services >> Computers and right click on My Computer than select Properties to open the DCOM

configuration dialog.

mponent Services

@ Eile Action Wiew Window Help

=101 %]

JSETE

A= EIRE -

g

[_1 Console Rook
E@ Component Services
EI[:l Computers

[Z Distributed Transackion Coordinator
[:l Running Processes
[]--@ Active Directory Users and Computers

[#-{f2]] Event Yiewer (Local)
[#]- Services {Local)

B @& @& @

COM+ DCoOM Corfig  Distributed Running
Applications Transacki. .. Processes
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General Tab

On the General Tab no changes have to be done. The default settings will be correct for OPC Client side security settings.
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My Computer Properties 2xl

Default Protocols | MSDTC | Defaul COM Security
General I Optiohs I Default Properties

Mame:  WS_TESTSKRASLMWE
)

Dieszcription:

ak I Cancel Apply

TwinCAT OPC server: DCOM details

Options Tab

On the Options Tab no changes have to be done. The default settings will be correct for OPC Client side security settings.

My Computer Properties llil

Default Protocolz I MSOTC Default COM Security
General Options Default Properties

i~ Tranzaction Timeout

Transaction timeout [seconds):

— Export

Application Proxy BSM: I

[ Enable partitions

¥ Check local store when choosing partition for uzer

0K I Cancel Spply

TwinCAT OPC server: DCOM details

Default Protocols Tab

On the Default Protocols Tab the Connection-oriented TCP/IP protocol should be moved to the top position. This setting forces the use of TCP/IP for DCOM
connections. All other protocols can be removed if the are not used with DCOM. The timeout will be reduced if DCOM tries to connect only on TCP/IP
connections.
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My Computer Properties 2xl

General | Options I Default Properties
Default Protocol: | MEDTC I Drefault COM Security

DCOM Protocols

Add Remove Iove Up | Mave Dawn| - Properties...

r— Description

The zet of nebwork protocols available to DCOM on thiz machine. The
ordering of the protocals reflects the prianty in which they will be used,
with the top protocol having first priority.

ak I Cancel Apply

TwinCAT OPC server: DCOM details

Default Properties Tab

Page 37 of 56

On the Default Properties Tab the Enable Distributed COM on this computer must be checked. The Authentification Level and the Impersonation Level are set

to Connect and Identify by default.

If the client machine runs in a Workgroup the level should be changed

o Authentification Level = None
o Impersonation Level = Anonymous

If the client machine runs in a Domain the level remains to default settings

o Authentification Level = Connect
o Impersonation Level = Identify

If the client machine runs in a mixed configuration (e.g. the Client machine in a Workgroup and the Server machine in a Domain) the level should be

changed. The machine being part of the Domain must be able to identify the security context without "asking" the Domain. Therefore the machine must

"know" the users (they must have a local Login).

o Authentification Level = None
o Impersonation Level = Anonymous
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My Computer Properties 2xl
Defaul Protocols | MSDTC | Defaul COM Secuity |
General I Options Default Properties

[+ Enable Distibuted COM on thiz computer

[ Enable COM Intemet Services on this computer
r— Default Digtributed COM Communication Properties
The Authentication Level specifies security at the packet lewvel.

Default Authentication Level:

Connect j

wiha iz calling them, and whether the application can do operations
uzing the client's identity.

Default Impersonation Lewel:

Identify |

and that the default impersonation level iz not anonyrous.

[~ Provide additional security for reference tacking

The impersonation level specifies whether applications can determine

Security for reference tracking can be provided if authentication is used

ak I Cancel Apply

Note: not all possible combinations of setting these two levels make sense.

Page 38 of 56

Known Bugs: on Windows 2000 operating systems the Network Configuration Icon disapears when setting DCOM security levels to None and Anonymous.
The network still works but the IP-Address of the NIC can not be changed anymore. Change temporarely to default settings to change IP Address or use None

and Delegate.

TwinCAT OPC server: DCOM details

Default COM Security Tab

On the Default COM Security Tab the Access- and Launch permission for all COM-Objects can be changed. As the OPC Client is nothing else than a COM
Client, the security setings should be changed to grant access to the Client application. Specially when the OPC Server sends callbacks (e.g. OnDataChange) to

the OPC Client the server's process must have access permission on the Client.

The Default Access Permission should be granted for

Administrators

Interactive User

System

Network

"OPC Server's Security Context"

O O 0O 0O O

The Default Launch Permission should not be changed on the Client machine.
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My Computer Properties 2xl

General I Options I Default Properties |
Default Fratozols | MSDTC Default COM Security

- Access Permissions

“rou may edit who iz allowed to access applications that do not
provide their awn settings.

i~ Launch Pemiszsions
riou may edit who iz allowed to launch applications that do not

provide their awn settings.
Edit Default... |

ak Cancel Apply

TwinCAT OPC server: DCOM details

MSDTC Tab

On the MSDTC Tab no changes have to be done. The default settings will be correct for OPC Client side security settings.

My Computer Properties llil

General | Options | Default Properties
Default Protocols MSOTC | Default COkM Security

D
)

FHemate Hosk: I Select. . |

— Log Information [Currently owned by wS_TESTSERASUWE]
Location: IC: W INDDN S apstem32MASOTC Browsze... |

LCapacity: Iq ME HResetlog |

r— Client Mebwork Protocol Configuration
TCR/P |

i~ Service Control Status for MSDTC version 5.2.3790.0
Status: Started at 12:32:20 Ph - 3/16/2004

Sitart Stop |

— Transaction Configuration

Tracing Optiohs
’V Tracing Options... |

Security Configuration...

0K I Cancel | Spply |

TwinCAT OPC server: DCOM details

Server Machine

This section describes the required settings of the Server side only. The Server side is the machine (computer) on which the OPC Server application is running.
Normally on this machine no OPC Client is installed. However, on some systems OPC Clients and Servers are installed on the same node, thus the settings of
the Client side installation must be performed also.
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Depending on the operating system running on the Server machine the apearance of the dialog boxes is different. Generally the same settings must be
performed. However, some "operating system specific" settings must be done to get the DCOM security runing.

o Windows NT 4 SP 6a
o Windows 2000 SP 3

o Windows XP SP 1

o Windows Server 2003 SP 1

TwinCAT OPC server: DCOM details

Open DCOM Configuration

Only local administrators are allowed to open and change the DCOM security.

Use START >> RUN >> dcomcnfg.exe to start the DCOM configuration dialog.

Run 21|

= Type the name of a program, Folder, dacument, or
5 Internet resource, and Windows will open it Far wou.

=

QK I Cancel | Browse, .. |

Browse down to Console Root >> Component Services >> Computers >> My Computer >> DCOM Config to display all DCOM server applications. Select

the appropriate Server and right click on it. Select the Properties dialog to change the DCOM security for this specific DCOM Server only.

*;:Component Services =101
@ File  Action Wiew Window Help |;|i|i|
D Console Root Mame | Application 1D ﬂ

EI@ Companent Services
E|[:| Computers
E@ My Computer
7.7 COM+ Applications
{3 DCOM Config
[Z1) Distributed Transaction Coordinator

&Microsoft WEBEM Unsecured Apartrment
@Microsoft WM Provider Subsystem Host
@MMC Application Class

23 Running Processes Mabsyne
[]--@ Active Directory Users and Computers QMSDMNITI""LIZE
[]--% Ewent Wiewer (Local) Eypmsme
-8y Services (Local) & netman
@ MetMeeting
@ MNetwork Crawler

@ Pairitbrush

& Passport Admin Class

@ Passport Manager

@ RDSessMar

&y RDSHost

&Remote Storage Recall Motification Client
@RemoteProxyFactorySZ Class
&Removable Storage Manager
@Removable Storage MLL Server
@Remwable Storage Sink Layer
@Removable Storage LI Laver

FEMIras
4

&Microsoﬂ: Yalume Shadow Copy Service s...
8 Microsoft WEEM Active Scripting Event C...

{4db9c793-c45d-4490-9754-4602 T eed 5004}
{266 T2ET-62ES-1101-ADE9-00C04FDEFLFF}
{4980 2025-1523-11D1-A079-00C04FDFDFF
{73E709EA-SD93-4BZE-BBEB0-99B 79350 A9E S}
{49B2791 A-B1AE-4C90-9B3E-EGE0EAD7FEET}
{6295DF20-35EE-11d1-8707-00C04FD33327;
{2206CDB0-19C1-1101-89E0-00C04FD7 AS29}
{DiCBCADFS-DE1b-4764-9320-9a50582aF 1561
{27AF7SED-2009-11D1-B1CE-00505FC1Z70EH
{5CES5CDS-5179-1102-9310-0000F57SAEL T
{601ac3dc-786a-4eb0-bf40-e2352 1 e 70bFb}

. ;
{D3E34E21-9075- 101 A-5C30-00AA001 41652}
{A0052CFE-AFFS-110D2-95E3-00C04FSE7ATOR
{41651BF0-ASCE-11D2-950F-00C04FSE7ATOE
{038ABBA4-4138-4AC4-A492-4ASDFOESE0SA}
{5123EB69-FI9E-461C-B6C3-CEAEGZEa13ER}
{DEEEDSEZ-D6AA-11d0-9EDA-00ANZ 455FCDE}
{53362 C32-AZ96-4F 2D-AZFE-FD 540063408}
{DA1AZ7C1-8F53-110D0-BFAD-00A024151933}
{148f1a14-53F3-4074-a573-e1cod344e 1d0}
{00576163-85E0-4751-A3C7-0DAZ930A3E9E}
J003E771E-DFSE-40C0-94A2-4109FFIAF445}
J66420E51-0706-1 ldD-AS?B-DDCD‘iFC‘BDAD‘ﬂi _Iﬂ

»
| |
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General Tab (server specific)
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On the server specific General Tab no changes have to be done. The default settings will be correct for OPC Server side security settings. The Authentification
Level set to Default will overtake the settings from the Default Properties Tab valid for all COM Objects on this machine (Connect by default).

0PC Sample Server Properties 4 |

General | Locationl Securityl Endpointsl Identityl

r— General properties of this DCOM application

Application Mame: OPC Sample Server
Application 1D: {4210FFE0-0 373-11CE-B4B5-C46F03C1 0000}

Application Type: Laocal Server

Authentication Level:

Local Path: C:\Program Fileshopec_exe.exe

ok I Cancel Apply

TwinCAT OPC server: DCOM details

Location Tab (server specific)

On the server specific Location Tab no changes have to be done. The default settings will be correct for OPC Server side security settings.
General Location |Securit5.l| Endpointsl Identityl

The following settings allow DCOM to locate the correct computer far this
application. If you make mare than one selection, then DCOM uses the first
applicable ane. Client applications may overide pour selections.

[~ Run application on the computer where the data is located:

[V Fiun application on this computer.

™ Run application on the following compter:

I Browse... |

ak I Cancel Apply

TwinCAT OPC server: DCOM details

Security Tab (server specific)

On the server specific Security Tab the Access- and Launch permission for this specific COM-Server can be changed. As the OPC Server is nothing else than a
COM Server, the security setings should be changed to grant access and lauch permission to the Server application.
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The Server Specific Access Permission should be granted for

o Administrators

o Interactive User

o System

o Network

o "OPC Client's Security Context"

The Server Specific Launch Permission should be granted for

Administrators

Interactive User

System

Network

"OPC Client's Security Context"

O O O O O

The Server Specific Configuration Permission should not be changed on the Server machine.

General I Location  Security | E ndpaints | |dentity I

i~ Launch Permizzions

€ Usze Default

& Cugtomize Edit.. |
- Access Permiszions

© Usge Defaul

Ed.. |

— Configuration Permizzions

£ Usze Default

& Customize Edt.. |

ok I Cancel | Apply |

TwinCAT OPC server: DCOM details

Endpoints Tab (server specific)

Page 42 of 56

On the server specific Endpoints Tab the default setting should remain. In the Default Protocols Tab for all COM-Objects Connection-oriented TCP/IP

protocol should be moved to the top position.
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0PC Sample Server Properties 4 |

Generall Locationl Secuity  Endpoints | Identityl

DCOM Pratocols and endpaints:

Add Eemove Eroperties Llear

Diezcription

The set af protocols and endpoints available for use by clients of this
DCOM server. The spetem defaults entry indicates that the default
set of DCOM protocals and endpaints for the machine will be wsed.

ok I Cancel Apply

TwinCAT OPC server: DCOM details

Identity Tab (server specific)

Page 43 of 56

On the server specific Identity Tab no changes have to be done. By default the Interactive User will be selected. This means that the server will be Lauched
with the security context of the interactive user (the user that is actually logged on). As this security context changes if somebody else is logged on, in most
cases a specific person should be selected i.e even if nobody is logged on to the machine (after reboot) the server can be launched having always the same

security context.
The prefered setting should be the third selection.

o The interactive user = default

The interactive user depends on the person that is logged on, thus it can be different each time and only exists if somebody is logged on.

o The launching user = should NEVER be used

The launching user will have the security context of the Client application (the OPC Client lauches/connects the OPC Server). When having different

Clients in the network, several instances of the Server will be lauched having different security context each.
o This user = Server will overtake the security context of this person

By selecting This user it will be guaranteed that always the same person's security context is used when the server is started. On the Client side only for

this person the Access Permission must be granted.

0PC Sample Server Properties 4 |

Generall Locationl Securityl Endpoints  1dentity |

Which uzer account do vou want to uze ta run this application?

" The Jaunching zer.

© Thiz Lser.

eer: I Brawze... |
Bassword: I
Canfirm passwaord: I

{7 The system account [sevizes anly).

ok I Cancel Apply
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Permission

Within DCOM Security the launch permission is described as the right to start (launch) an application. As an OPC Server will be started (launched) by the
Client application (Createlnstance) the launch permission for the OPC Server application must be granted for the Security Context in which the OPC Client is
running. The Security Context of the Client may be different depending on the uuser actually logged in and double clicked the Client.

The access permission is described as the right to access (communicate to) an application. As an OPC Client will call functions on the OPC Server Object the
Security Context of the Client must be known by the Server. When sending callbacks to the Client (asynchronous functions or DataChange) the Client must
grant access permission to the OPC Server.

o Access Permission

o Launch Permission
o Select Users

TwinCAT OPC server: DCOM details

Access Permission

For granting access permission (accessing the application) to a certain user the Edit... button must be clicked opening the following dialog.

Default Security |

Group or uger names:

€7 SYSTEM
Add... I Bemove |
Permizsions for SELF Allaw Deny
Access Permission O

oK I Cancel

For selecting users click the Add.. button:

Selecting Users

TwinCAT OPC server: DCOM details

Launch Permission

For granting launch permission (starting the application) to a certain user the Edit... button must be clicked opening the following dialog.
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Default Security |

Grou

€7 INTERACTIVE

€7 SVSTEM
Add... I Bemove |
Permizsions for Administrators Allaw Deny
Launch Permizzion O

oK I Cancel

For selecting users click the Add.. button:

Selecting Users

TwinCAT OPC server: DCOM details

Select User

Page 45 of 56

A filter on object types can be set to reduce the listing of all user names. The location states the machine name where the user account is stored, this can be the
local workstation or the central domain controller machine. The edit box below the names can be typed in and verified afterwards by pressing the Check

Names button.

Select Users or Groups

Select thiz object tppe:

IUsers, Groups, or Buil-in gecurity principals Object Types. ..

From this location:

2]
[ws_TESTSKRASUWE Locations.._ |

Enter the object names to select [examples]:
[ LCheck Mames

Advanced.. | ] I Cancel I

o

All users known by the machine selected in Location can be displayed by pressing the Advanced... button.
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Select Users or Groups cd |

Select thiz object tppe:
Object Types.. |
WwS_TESTSERASLIWE Locations... |

Comman Queries |

I ame: IStalts with ﬂ I Calumms... |
D esaription: ISta[ts with j I Firnd Mo |
r Dizabled accounts Slop |

= | Mo expiting passywerd

[Vays since last ogom: I 'l @

From this location:

]9 I Cancel

Search results:

Mame [RON] | In Folder

The list of all known users will be displayed after clicking the Find Now button.
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Select Users or Groups cd |

Select thiz object tppe:

IUsers, Groups, or Built-in securty principals Object Types..

From this location:
I\-\-"S_TESTSKHAS LwWE Locations...

Comman Queries |

I ame: IStalts with ﬂ I Calumms...
Find How

[ esaription: IStalts withj I

r Dizabled accounts Slop
= | Mo expiting passywerd

[Vays since last ogom: I 'l

e 1L

oK I Cancel
Search results:

Mame [RON] | In Folder [

€ Admiristrator WS_TESTSKRASUWE
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TwinCAT OPC XML Server PC

Overview

Prerequisites

TwinCAT OPC-XML-DA requires a PC operating system (Windows 2000 / XP / XPE)
The Microsoft IIS (Internet Information Server) web server is required on that PC.

TwinCAT OPC XML Server PC

Install TwinCAT OPC XML DA on a PC (here: Windows XP)
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This chapter describes the IIS configuration required for OPC XML DA for operating system XP. (Note : For other Windows-OS the configuration can differ

in details).

Requirements :

The TwinCAT OPC XML DA server has to be installed on the PC. This chapter describes how to configure the Microsoft 1IS.

Step 1: Create "Virtual Directory" in IIS (Internet Information Service)

e Open "Internet Information Services" (under "Control Panel/Administrative Tools/").
o Right click on "Default Web Site"
e Select "New" and "Virtual Directory..."

*& Internet Information Services

File Action WView Help
& | E| £ m
= &) MARCOKU {local computer) | | Name | Path | stat
=10 web Sites @IISHEID i \windows\helpliishelp
= 'Q Explore ASMQ C:\WINDOWS \system32\msma web
¥ I15Hg Open icripts C:\Inetpub\Scripts
* Ea I:S_ I Browse sweb C:\WINDOWS web\tzweb
¥
i Q t;:z vti_bin C:\Program Files\Commaon Files\Micr. ..
‘rinters C:\WINDOWS Wweb\printers
+ (@ vil sop
+ Print \SP-Test
Pause .
+ % ASP- ispnet_dient
+1-{_] aspn Virtual Directory...
+-7] bedd Al Tasks 3 -
-3 imag| Server Extensions Web
+ D Web! View 3 Server Extensions Administrator
+-[_] %miD Rename private
=00 PV pefech \wti_enf
=3 —th- Export List... vt_log
+- vt wti_pvt
+-[23 _vﬁ_ Properties |vii_seript
=0 'th' Help vti_tt
- v =rrelp.gif
+1-{_7] FTP Sites [ —
£ ? < ?
Create new Web Virtual Directory

Everybody is welcome, so just click next.

Virtual Directory Creation Wizard

Welcome to the Virtual
Directory Creation Wizard

This wizard will help you create a new Virtual Directory on
this Web site.

Click Next to continue.

Next > Cancel
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Please enter the alias "TcOpcXmlDa" and click "Next"

Virtual Directory Creation Wizard

¥irtual Directory Alias
'ou must give the wirtual directory a short name, or alias, for quick reference.

Type the alias you want to uze to gain access to this Web virtual directory. Usze the
zame naming conventions that you would for naming a directon.

Aliaz:
TcOpemiD 4

< Back | Mest > | Cancel

With "Browse..." you have to specify the folder which contains the TwinCAT OPC Xml DA Server. By default the folder should be like
"C:\TwinCAT\OPC\Server XMLDA".

Select "Next" to proceed.

Virtual Directory Creation Wizard

Wweb Site Content Directory
where is the content you want to publish on the YWWeb zite?

Enter the path to the directory that containg the content.

Directary:

E:\TwinDﬂT\DPE\SewerXMLDKBJ Browsze... J

< Back | Ment > | Cancel

Check options "Read", "Run scripts" and "Execute" and click "Next".
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Virtual Directory Creation Wizard

Access Permissions
What access pemissions do you want to set for this vitual directory?

Allow the following:

[v Read

[v¥ Run scripts (such as ASP)

[V Execute {such as ISAPI applications or CGI)
[ Write

[~ Browse

Click Next to complete the wizard.

< Back Next = Cancel

Select "Finish" to finish the configuration of TwinCAT OPC XML DA Server.

Virtual Directory Creation Wizard E|

You have successfully
completed the Virtual
Directory Creation Wizard.

Click Fnish to continue._

| Finish |

Step 2 : Test

The URL of the OPC-XML-DA server on the PC system can be checked locally or from a remote PC: In both cases open the Internet explorer and enter the
URL of the OPC Server XML DA on PC system like :
http://<ip-adress or name of PC device>/tcopcxmlda/tcopcxmlda.dll

Sample :
http://192.16.17.5/tcopcxmlda/tcopexmlda.dll

or
http://localhost/tcopcxmlda/tcopcxmida.dil

The TcOpcXmlDa server will reply with a status page containing the product version :
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2 OPC XML-DA - Microsoft Internet Explorer

File Edit Wiew Favorites Tools  Help

A P n
QBack i > \i'.l \gl '_\j p ) Search =

Lddress {Qj http:fflocalhost ftcopoxmidatcopoxmida.dil
OPC XML-DA

Te OPC XML Web Server
Version 1.2.0.10
Funning since Wed Sep 14 17.51:54 2005

* Favarites

HINT :
In case of problems (like receiving no HTML status data) please check if a proxy server is activated on your host PC.
After deactivating the proxy and reloading the URL the Opc XML DA server should reply with status info.

TwinCAT OPC XML DA PC server: Configuration

Configuration

This chapter describes how to configure the OPC XML DA Server on BECKHOFF PC based systems.

Summary :

The OPC-XML DA server is configured with default xml-configuration file. Just activate once a checkbox in PLC-Control to download the symbol
information to target device.

With TwinCAT 2.10 Build 1240 (or higher) there is no manual configuration required. Please refer to section ""Zero configuration' on this page.

With previous TwinCAT versions please refer to section ""Manual or specific configurations" on this page.
Zero configuration (requires TwinCAT 2.10 on host PC)

Details :

e The OPC-XMLDA configuration file "...\wwwroot\TcOpcXmIDa\TcOpcXmlISvrCfg.xml" contains the list of ADS-devices which are available via
OPC-XML-DA interface.

o By default this list is pre-configured for one local PLC-runtime system (first PLC runtime-system on ADS-port 801)

o By default the required symbol-information is linked to C:\TwinCAT\Boot\CurrentPlc_1.tpy

<?xml version="1.0" encoding="utf-8" standalone="no"?>
<TcOpcXmlSvrConfiguration>
<Namespace>

<Devices>

<Device>
<Name>PLC1</Name>
<AdsNetld>0.0.0.0.0.0</AdsNetld>
<AdsPort>801</AdsPort>
<AdsTimeout>2000</AdsTimeout>
<AdsTimeSuspend>20000</AdsTimeSuspend>
<AutoCfg>7</AutoCfg>
<!-- NOTE: CurrentPlc_1.tpy will be downloaded from PLC-Control -->
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<AutoCfgSymFile>C:\TwinCAT\Boot\CurrentPlc_1.tpy</AutoCfgSymFile>
<Disabled>0</Disabled>
</Device>

</Devices>
</Namespace>
</TcOpcXmlSvrConfiguration>

With TwinCAT Version 2.10 Build 1240 the PLC Control allows to download the symbol file <plc-project-name>.TYP to the target TwinCAT machine. The
TPY file contains information about all available PLC-variables in the PLC-project.
OPC-XML DA CE Server requires this TPY -information.

To download the current symbol information in a TPY file navigate in the PLC-Control to "Project-->Options-->TwinCAT" and check the option "Download
Symbol description"

With each download of the PLC-code now also the <project-name>.TPY file is downloaded as "C:\TwinCAT\Boot\CurrentPlc_1.tpy" containing

information about symbols of first run time system.
(Second runtime system would be "C:\TwinCAT\Boot\CurrentPlc_2.tpy" etc.)

Options @I

Categorny:

UDSZI Info;an::tion | Input: 16 kByptes  I¥ Create Debug Code :
Eliliiltop Output: ]18 kBytes V¥ Enable breakpaints et
gﬁ!:é?ories | Memony:  [32 kBytes ™ Enable Inline Sting functions |

Log { :

Build | Retair: 12 kBytes simbol download————————

P d | | "

Szzfgamdoswnload | Data: 1024 kByptes | & Dynamic Symbols

Symbal configuration

[ atabaze-connection
M acrios
TuwinCAT

" Static Symbols

i o
oo

[~ Enable CE Target Yisualization [is not free of charge)

W Download Svmbol dezcription

Summary:

The OPC-XML DA server is configured with default xml-configuration file. Just activate the checkbox to download the symbol information within
PLC-Control environment.

NOTE:
OPC-XML DA Server checks configuraton on startup. See notes to reload configuration today (without reboot)

Optional manual or specific configurations ?

If the default configuration is not available you have to configure the opc-xml-da configuration file "...\wwwroot\TcOpcXmIDa\TcOpcXmlISvrCfg.xml"
manual.

o Ifrequired the opc-xml configuration file can be done with TwinCAT OPC COnfigurator
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Sample for OPC XML DA server accessing multiple ADS devices

<?xml version="1.0" encoding="utf-8" standalone="no"?>
<TcOpcXmlSvrConfiguration>
<Namespace>

<Devices>

<Device>
<Name>PLC1</Name>
<AdsNetld>0.0.0.0.0.0</AdsNetld>
<AdsPort>801</AdsPort>
<AdsTimeout>2000</AdsTimeout>
<AdsTimeSuspend>20000</AdsTimeSuspend>
<AutoCfg>7</AutoCfg>
<!-- NOTE: CurrentPlc_1.tpy will be downloaded from PLC-Control -->
<AutoCfgSymFile>C:\TwinCAT\Boot\CurrentPlc_1.tpy</AutoCfgSymFile>
<Disabled>0</Disabled>

</Device>

<Device>
<Name>PLC2</Name>
<AdsNetld>0.0.0.0.0.0</AdsNetld>
<AdsPort>811</AdsPort>
<AdsTimeout>2000</AdsTimeout>
<AdsTimeSuspend>20000</AdsTimeSuspend>
<AutoCfg>7</AutoCfg>
<!-- NOTE: CurrentPlc_2.tpy will be downloaded from PLC-Control -->
<AutoCfgSymFile>C:\TwinCAT\Boot\CurrentPlc_2.tpy</AutoCfgSymFile>
<Disabled>0</Disabled>

</Device>

</Devices>

</Namespace>
</TcOpcXmlSvrConfiguration>

NOTE:
OPC-XML DA Server checks configuraton on startup. Reconfiguration might require a new start today.

TwinCAT OPC XML DA CE server

Nice to know

This chapter describes nice helpful hints for OPC-XMLDA server (XP and CE)

OPC specification descripes the interfaces which an OPC-XMLDA server have to (MUST) implement.

As an addOn the TwinCAT OPC-XMLDA server provides additional '"nice to have" functionalities..

These additional functions are initiated via the URL of the OPC-XML-DA server.
Open the Internet explorer and enter the URL of the OPC Server XML DA on target system like :

http://<ip-adress or name of device>/TcOpcXmlDa/TcOpcXmlDa.dll<Services>

<Services> could be like this :

Status information
Log information
Reload configuration
Display configuration
Restart server

Stop server
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1. Status information
<Services> ="" (nothing)

SAMPLE : http://<ip-adress or name of device>/TcOpcXmlIDa/TcOpcXmlDa.dll

The TcOpcXmlDa server will reply with a status page containing the product version :

3 OPC XML-DA

File Edit ‘iew Favarites Tools Help

@ Back - \_) |£| @ _h /..T\" Search

Address L%-E http: ffcx_o027edftcopoemldaftcopexmida. dil

OPC XML-DA

Main:

Version 12013
Running since Thu Oct 27 07:12:36 2005
Mowr is Thu Oct 27 07:12:59 2005

2. Log information
<Services> = ?info=log

Sample : http://<ip-adress or name of device>/TcOpcXmlDa/TcOpcXmlDa.dll?info=log

3 OPC XML-DA

File Edit \iew Favorites Tools  Help

— 1 — il - — il 1
- | S ) L= i - 22 - |
@ Back > |£| |§| n | Search f,»\“\_” Favorites -6‘:{ ST g | ot g [

Address |§] hkbp: ffox_0027egikcopcsmidaftcopoxmida, diizinfa=lag

OPC XML-DA

10.27 2005 - 09:13:36 - COpcEmlServer

10.27 2005 - 09:13:36 - Starting Server

10.27 2005 - 09:13:36 - Loading configuration

10.27 2005 - 09:13:36 - Looking for configuration in \Hard Digkwrzeitcopemmlda\ TeOpeXlml3wCliz oml.
10.27 2005 - 09:13:36 - TeOpeXmb3wCfz ol was found.

10.27 2005 - 09:13:36 - Create 1 Devices

3. Reload configuration file
<Services> = ?info=reload

Sample : http://<ip-adress or name of device>/TcOpcXmlDa/TcOpcXmlDa.dll?info=reload
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4. Display configuration
<Services> = ?info=config

Sample : http://<ip-adress or name of device>/TcOpcXmlDa/TcOpcXmlDa.dll?info=config

NOTE : not implemented now, under construction

1. Restart of OPC-XMLDA server
<Services> = ?action=restart

Sample : http://<ip-adress or name of device>/TcOpcXmlDa/TcOpcXmlDa.dll?action=restart

2. Stop of OPC-XMLDA server
<Services> = ?action=stop

Sample : http://<ip-adress or name of device>/TcOpcXmlDa/TcOpcXmlDa.dll?action=stop

NOTE : not implemented now, under construction

TwinCAT OPC Server CE

TwinCAT OPC Server CE : Optimization

This article describes how to minimize the OPC-namespace of TwinCAT-OPC-Server CE.

Page 55 of 56

Take care to NOT load all PLC variables into OPC-Server namespace but instead load that smaller list of PLC variables which are required via OPC in the

OPC-client.

Note :

CE is designed for small systems with limmitted resources like CPU and memory. Due to this the optimization of namespace is highly recommended for OPC-

Servers running on CE.
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NOTE

In general the opc-server is configured by the OPC-XML configuration file to find the detailed symbol information for each ADS device.

o The option <AutoCfg>7</AutoCfg> is designed to import all variables defined in TPY files

OPC DA : Limitation today : Only global variables (Strings / ints / Bools..) are imported. Today no structures are imported.

OPC XMLDA : No limitation

o The option <AutoCfg>8</AutoCfg> is designed to import just a subset of PLC variables marked in the PLC-code to be available for OPC..
OPC DA : Limitation today : Only global variables (Strings / ints / Bools..) are imported. Today no structures are imported.

OPC XML : No limitation

In this sample the PLC variable "bMemAlarm"1 will not be available via OPC-Server.
The variable "iReadOnly" is marked to be an OPC-variable and is available for OPC-clients. Additional the OPC-Item Property 5 (defined by OPC-
Foundation) is set to "1" which means, the opc-server will handle this variable as "Read-Only" . OPC-Server will take care, that OPC-clients can not

write to that PLC-variable.

Extra comments in PLC-IEC1131 Editor will modify the configuration of opc-server:

bidemFlagl ATeMx10.0
btdemFlag? AT 2100
hidemdblarml ATMx10.2
bidemalarmz ATMX103
iFeadOnly

BOOL;
BOOL;
BOOL;
BOOL;
INT;

e
e

(-~

[OFC:1: available for OFC-clients) *)
[OFC:1: available for OFC-clients) *)

[OFC:1: available for OFC-clients) *)
[OFC:1: available fot OFC-clients)
[OPC_PROF[O008]: 1: OFC_PROP_RIGHTS, here ReadOnly) *)
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